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Context

16/10/2016:     639 $
16/10/2017:  5.580 $
13/12/2017:14.600 $
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Context

Satoshi Nakamoto
It is the name of the person, or people, who 
designed the bitcoin and developed the first 
implementation. Within that deployment, they also 
created the first distributed database based on the 
model called Blockchain.
At present his identity is still unknown. It is 
believed to possess about one million bitcoins.

2008 2009 2010 2011 2012 2013 2014

The beginnings

Satoshi Nakamoto 
publishes his white 
paper, explaining 
his idea of money

virtual peer-to-peer 
solution by solving 

the problem of 
double-spend

Bad reputation
Relationship with Regulators

Not only Bitcoin
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Context
Byzantine Generals' Problem (1980)
• Generals can communicate using messengers, 

cannot have a summit
• There are traitors amongst them
• Must decide unanimously whether to attack
• Success is achieved if the loyal general can 

agree on their strategy, whatever it might be
(Used in fault-tolerant computer systems, and in 
particular distributed computing systems)

Dunbar's number (anthropologist, 1990)
• 150 is the number of people with whom one 

can maintain stable social relationships.
• Numbers larger than this generally require 

more restrictive rules, laws, and enforced 
norms to maintain a stable, cohesive group.
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Context

A Blockchain is a continuously growing list of records, called blocks, which are linked 
and secured using cryptography. Each block typically contains a hash pointer as a link 
to a previous block, a timestamp and transaction data. By design, Blockchains are 
inherently resistant to modification of the data. A Blockchain can serve as "an open, 
distributed ledger that can record transactions between two parties efficiently and in a 
verifiable and permanent way.”

For use as a distributed ledger, a Blockchain is typically managed by a peer-to-peer 
network collectively adhering to a protocol for validating new blocks. Once recorded, the 
data in any given block cannot be altered retroactively without the alteration of all 
subsequent blocks, which needs a collusion of the network majority.
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Context

Walmart
Maersk
everledger

Check out process
Traceability and Supply Chain (GS1)
Wallet and exchange integration
SPID authentication

Ownership
Online voting
Ticketing / Couponing
Secure gateways
Authentication
Insurance
IoT messaging platform

Eternity Wall
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Learning

Workshop: “Blockchain and Distributed Ledger” (5 meetings)

Event: “Il fenomeno Blockchain: oltre le cripto-valute, 
verso una internet dei valori”

Course: “Bitcoin, Blockchain and their new Frontiers” (1 day)

MOOC course: “Blockchain for Business - An 
Introduction to Hyperledger Technologies” (2 
months)
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DEFINITIONS
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Definitions

Blockchain is a technology which contains a shared ledger of transactions between 
multiple nodes of a network, validated by the same network and block 
structured (a chain of blocks that contains multiple transactions).

The main features are:
• traceability by all network participants
• immutability
• security through cryptographic systems
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Definitions



17

Definitions

Permissioned / Private
(i.e. Hyperledger)

Hybrid
(i.e. Ripple)

Permissionless / Open / Public
(i.e. Bitcoin, Ethereum)

Access
Closed Open
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What people say?
Bitcoin purists: any control makes the 
Blockchain vulnerable and less efficient.
Hybrids: use Bitcoin to periodically 
validate a private Blockchain.
Blockchain fans: Blockchains can be 
applied to every area.
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Definitions
Consensus: process of achieving agreement among the network participants 
as to the correct state of data on the system. Consensus leads to all nodes sharing 
the exact same data. 

A consensus algorithm does two things: 
• it ensures that the data on the ledger is the same for all the nodes
• prevents malicious actors from manipulating the data.

Examples of consensus algorithms are:
• Proof of Work: requires computation power (i.e. Bitcoin)
• Proof of Stake: depends on the amount owned by the miner and its age
• Proof of Burn: some coins are burnt (sent to unspendable address)
• Proof of Elapsed Time: each validator is given a random wait time (HyperLedger)
• Proof of Authority: the majority of authorities must agree on block insertion 

(permissioned ledgers)
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Definitions

When people say that Blockchains are immutable, they don't mean that the 
data can't be changed, they mean it is extremely hard to change without 
collusion, and if you try, it's extremely easy to detect the attempt.
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Definitions

Hash functions:
• collision-free: it’s practically impossible to 

find x ≠ y, such that H(x)=H(y)
• pre-image resistant: if we know H(x), we 

can’t retrieve x
• second pre-image resistant: given an 

output value y=H(x) it should be very 
difficult to find x’ such that H(x’)=y 

Consequences:
- Collision free: we are almost sure that if H(x)=H(y) => x=y (‘file fingerprint’)
- Pre-image resistant: it’s like sealing something into an envelope. We can 

publish the hash (closed envelope). We can prove that x was the envelope 
content.

- Second pre-image resistant -> grants the difficulty of the mathematical 
problem (proof-of-work) that miner’s need to solve in order to insert new 
blocks. The only possible approach is brute force.
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Definitions
Miners (Bitcoin): 
• contribute to the system management in exchange for a reward
• have to solve a difficult problem in order to gain the right to insert a new block (i.e. 

hash starting with a certain number of 0)
• receive transactions fees plus minted Bitcoins

As the number of miners and overall computation power grow, mining is becoming 
more difficult.
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Definitions
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Use cases

Processes
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Use cases
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Use cases

Importance of 
transparency 
and security

Confusion among 
participants

Heterogeneity 
among the 

actors

Numerous 
actors

Need to share 
information



28

Use cases

Do we REALLY need Blockchain?
(80% no…)
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BEST PRACTICES
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Best practices

• Small cross-functional teams

• Free from constraints (hierarchical, legislative, etc.)

• Working “like a start-up”

• Open to collaboration (open-source all that you will do!)

Ideas 
validated

Ok with customer 
needs, feasible and 
sustainable, to be 

brought into 
production



31

:)



Marco Segato
Project Manager

https://www.linkedin.com/in/marcosegato/

@machms

Passionate with #linux #opensource #innovation
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